
Secure payments for 
“Card Not Present” 
transactions

Whether creating automated payment processing for websites, 
billing cycles for recurring payments, card-swipe and PC terminals for 
merchants, wireless POS, or full provisioning for an enterprise-wide 
platform, i-Pay VPOS offers a wide range of credit card purchase 
capabilities. 

  PAY
VPOS

Specially designed to handle card not present (CNP) transactions, i-Pay VPOS 

processes incoming transactions, converts and forwards them to banks, and manages 

the transaction flow between merchants and banks. All communication channels 

between merchants and banks are secured by advanced cryptographic algorithms.

i-Pay VPOS provides the high levels of scalability and performance demanded of 

today’s payment infrastructures. Integration with acquirers may be over ISO8583, 

Visa-2 based, or any other custom protocols. Multiple acquirers may be supported with 

intelligent routing features, which makes i-Pay VPOS ideal for financial processors.



i-Pay VPOS supports multiple authentication meth-

ods for CNP transactions, including Verified by Visa 

(MPI) and MasterCard SecureCode, through a single 

and common module. The software plugs into a mer-

chant’s checkout process and efficiently manages the 

authentication process. iNNOVA’s i-Pay VPOS solu-

tion supports Visa 3DSecure 1.0.2, which makes the 

merchant eligible for the charge-back liability shift on 

“attempted” Verified by Visa transactions.

Fraud Detection
i-POS includes a fraud detector that enables the 

acquirer bank to screen all operations at any time. 

i-Pay VPOS further enhances payment infrastructure 

security by providing a rule-based and real-time con-

trol mechanism to screen all transactions simultane-

ously for signs of fraudulent behaviour. The rules are 

parametric and allow businesses to customize their 

screening processes.

Extensive Merchant 
Management
i-Pay VPOS includes a Central Payment Portal, which 

enables the acquirer bank to manage all merchants 

and to authorize them whether they can acquire the 

credit information at their sites or redirect the credit 

card holder to the portal. Acquiring the credit card 

information at the Central Payment Portal not only 

provides the additional security of the acquirer site 

but also isolates the payment process to a single 

location, so that any future changes to payment 

protocols can be addressed by modifying only the 

Central Payment Portal and not the site of each 

merchant.

An additional benefit of the Central Payment Por-

tal is that since a single SSL certificate can serve 

all merchants, individual merchants do not need to 

have SSL certificates of their own. The contents of 

the Central Payment Portal are dynamic and can be 

configured to carry the look and feel of each mer-

chant, the acquirer or both. It is thus possible to 

give cardholders the impression that they are still at 

the merchant’s site.

The contents of the Central Payment Portal may 

also be dynamically generated for each transaction, 

which makes it possible to develop a wide variety of 

i-Pay VPOS
i-Pay VPOS supports the all major card brands, as well as loyalty and bonus 
schemes. New transactions may be added easily and quickly. 

Operating System: Microsoft Windows Server 2008 or 

Microsoft Windows Server 2003

Communication Protocols: XML based web services, 

ISO-8583, SP (Oracle ve MS), Queue (IBM MQ, BEA MQ 

and MS MQ), TCP/IP, X25, SNA, .NET Remoting, RPC

Application Environment: MS SQL Server 2005, MS SQL 

Server 2008, .Net Framework 1.1, .Net Framework 2.0, 

MS WSE 2.0 SP3, MS Enterprise Library 2.0

Standard Online/Offline Interfaces: XML based web 

services, TCP/IP services, custom message/file formats, 

MS SQL SP for integration with prepaid, postpaid, CRM, 

ERP, loyalty, accounting or billing systems and other inter-

nal/external systems.

Standards and Supported PlatformsBENEFITS OF i-PAY VPOS

• Automatic payment validations, 	

	 authorizations, and scheduled 

	 settlements

•	Support for all major card  

	 brands, prepaid recharges, bill 	

	 payments, and loyalty schemes

• Easy integration with merchant 

	 applications

• Compliance with Visa 3Dsecure 	

	 and MasterCard SecureCode 	

	 standards for e-commerce 

	 transactions

• Fraud-screening facilities 

	 capabilities

• Multi-language / and 

	 multi-currency system

• Support for cClustered hardware 	

	 support for load sharing and 

	 protection against system failures

• Rich reporting tools



one-to-one marketing applications. 

i-Pay VPOS’s web-based management in-

terface allows the system to be remotely 

monitored, controlled and configured. 

The management interface is a stand-

alone component that may be deployed 

on a separate server in order not to affect 

the performance of the POS.

Management Interfaces
There are two different management 

interfaces: one for the acquirer and the 

other for merchants.

The Acquirer Bank Management Inter-

face is used by system administrators to:

•	Add new merchants and to configure 	

	 and change merchants’ profiles,

•	Add merchant users and to configure 	

	 and change their profiles,

•	Change system parameters,

•	Define and configure terminals for 

	 merchants,

•	Activate and deactivate terminals,

•	Start batch open and close operations,

•	View all merchant transactions, create, 	

new transactions, and modify or cancel 

existing transactions.

The Merchant Management Interface is 

used by authorized merchant users to:

•	Get encryption keys,

•	Define merchant and terminal rights,

•	View terminal parameters,

•	Get transaction reports.

Integration with 
Merchants
i-Pay VPOS integrates with e-commerce 

software on different platforms via a rich 

set of API’s (Application Programming 

Interfaces (API). API’s are provided for 

Java, Microsoft (Commerce Server, ASP, 

or .NET), PHP, and Perl, to and they can 

support e-commerce software running on 

Windows, Linux and UNIX. All the API’s are 

fully documented and come with step-by-

step instructions, test methods, and code 

samples, thus contributing towards; all of 

which contribute to a quick and straight-

forward integration.
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Financial Transactions
• Authorization,
• Capture,
• Sale (Authorization and capture at 
	 the same time),
• Credit,
• Instalment payments,
• Recurring payments,
• Chargebacks, refunds, and 
	 cancellations for all transaction types.

Batch Operations
• Batch open,
• Batch close,
• Batch upload,
• Batch purge.

Loyalty
• Loyalty data can be included in the 
	 response and request messages,
• Purchases with loyalty points,
• Ability to open a different, concurrent 	
	 batch for loyalty transactions.

“I’m Alive” Messages (to remotely 
monitor the operational status of the 
system)

Transaction Set



FUTURE READY SOLUTIONSFUTURE READY SOLUTIONS

iNNOVA IT Solutions, Turkey’s leading software integrator, provides platform independent IT solutions and services to 
enterprises in the telecommunications, finance, manufacturing, public and service industries with a professional staff 
of 320.  iNNOVA is ISO 9001:2000 certified and our installed base of systems provide service to more than 180 million 
subscribers and process more than three billion transactions a year.

The company’s areas of activity include collecting and payment solutions for finance and telecom sectors, ERP, CRM and BI 
applications, portals, bespoke developed software, IT security and kiosk systems. Founded in 1999, iNNOVA has joined the 
Turk Telecom group of companies in 2007.  The company operates out of offices in Istanbul, Ankara, Izmir and Dubai.

istanbul office: 
ITU Ayazaga Kampusu 
Teknokent ARI 1 Binasi 
34469 Maslak
tel:	+90	212	286	44	10 
fax:	+90	212	286	44	02

ankara office: 
ODTU Teknokent Ikizleri 
Ar-Ge Binasi A1 Blok 
06531 ODTU 
tel:	+90	312	210	16	86 
fax:	+90	312	210	16	96

dubai office: 
Dubai Internet City 
Building #12, No: 207-208 
502318 Dubai - UAE 
tel: +971 4 390 16 46 
fax: +971 4 390 87 23

INNOVA has been  
certified for  

ISO9001:2000

www.innova.com.tr
info@innova.com.tr




